Abstract-A MANET is a set of mobile nodes which works in a dynamic changing network and it is capable of communicating with each other efficiently where all the nodes perform a dual role as that of a transmitter and a receiver. Hence MANETs do not use any centralized administration for communication due to this reason they are more vulnerable to attacks. So MANET uses special technique called EAACK, which uses special acknowledgment messages to avoid intruder communication. So due to this type of authentication, more acknowledgment messages are transferred in between two nodes, which increases delay in communication. Hence this drawback reduces system performance.
Fig.1. A MANET
The power consumption of each radio terminal could be divided into three parts, namely, power consumption for data processing inside the RT, power consumption to transmit its own information to the destination, and finally the power consumption when the RT is used as a router, i.e. forwarding the information to another RT in the network. Again, energy consumption is a critical issue in ad hoc networks. 
A. Layout of the Wireless Sensor Network
The wireless sensor network is group of sensor nodes, at the time of packet transmission all the nodes corporate each other and transmit the data packet to the user through gateway sensor node. The below figure shows structure of wireless sensor network.
Fig.2. Wireless Sensor Networks
Assuming that a wireless sensor network consist of 4 nodes(SN01 to SN04) with one Cluster Head(CH).Within each cluster sensor nodes send data to the cluster head. The cluster head collects the data from each node. The cluster head compresses the data obtained from the member nodes and then transmits it to the base station or user. It includes three kinds of nodes:
1. Sensor nodes have limited energy. They can sense their own residual energy and have the same architecture; 2. Cluster Head (CH) of each cluster directly communicates with the base station. It is like a mediator between the cluster member and the base station. 3. The Base Station (BS) has no energy restrictions and is far away from the area of the sensor nodes.
 All sensor nodes use single-hop transmission or Multi-hop transmission to communicate with the Base Station
In single hop the cluster head of each group communicates directly with the base station. If the base station is far from cluster, the Cluster Head (CH) communicates with the Base Station (BS) via other CHs located near the BS, which is a multi-hop cluster model.  Sensor nodes sense the environment at a fixed rate and always sends data to the BS  Sensor nodes revise the transmission power of the wireless transmitter based on the distance 
II. RELATED WORK
A communication protocol, LEACH (Low Energy Adaptive Cluster Head) algorithm is used .This protocol employs a hierarchical clustering approach which is done with the help of the information received from the BS. In order to conserve energy the BS keeps changing the cluster membership and the CH. The selection of the CH can be carried out with the help of the LEACH protocol.
The CH is responsible for the collection and aggregation of information from its sensors, which are then passed on to the BS. The purpose of changing the CH periodically is to conserve energy and to make sure the network setup does not get disconnected due to the CH's failure. In other words the CHs are selected on a rotation basis so as to provide constant energy for data transmission. This rotation of CHs is distributed evenly so that no node is singled out and therefore loses its energy (battery power) completely.
While forming clusters the network follows two basic steps to select the CH and also to transfer the data from the cluster members to the CH. The first phase known as the Set-up phase is used to set up the clusters and also to schedule the cluster creation process. The second state, the Steady-State phase uses TDMA (Time Division Multiple Access) for data transmission. CEAACK is integrated with clustering and a routing protocol in Wireless Sensor Networks (WSN).the main goal is to reduce the energy consumption while creating clusters. The energy conserved is applied to data transmission which indirectly increases the life of the wireless sensor network.
With the help of the CEAACK protocol the nodes can transmit data to the CHs. The CHs in turn aggregate the data received from its members, compresses it and then forwards it to the BS. Each node uses a CEAACK Cluster Head Selection algorithm to determine whether it would become the CH for a particular session. CEAACK assumes that each node has enough energy to directly reach the BS or at least the nearest CH.
A node which has been a CH cannot do so again for ‗N' number of sessions. ‗N' here can be a predetermined threshold based on the battery power of the nodes. Thus, each node has a 1/N probability of becoming a cluster head in each session. After a session the node which is not a CH joins a cluster whose CH is closest to this node.
The CH is also responsible for preparing the schedule for each of the nodes in its cluster for the purpose of data transmission. Nodes of a cluster use TDMA to communicate with the CH based on this schedule. Even this communication between the cluster members and the CH is done with minimum energy consumption. During their time slot each member only need to keep their radio on.
However, there are a few disadvantages in selecting a CH.
 Due to the probabilistic nature of the CH selection, sometimes two CHs which are very close to each other can be selected which invariably increases the energy depletion  The number of CHs selected may sometimes be more or less than the preferred number of CHs required  If a CH is located at the edge of a network ,it is more likely that the other nodes will have to spend a lot of energy transmitting to the CH  CPU cycles are wasted in threshold calculation and random number generation in each round which will consume energy unnecessarily
IV. EXISTING APPROACH (EAACK)
EAACK is an acknowledgement based authentication approach consisting of three modules, namely, ACK (ACKnowledgement), S-ACK (Secure ACK) [1] [2] and MRA (Misbehavior Report Authentication) for the purpose of secure data transmission [3] .
ACK: A data packet is sent from the source to the destination node with the help of intermediate nodes. If the packet is received successfully at the destination, the destination node will send an ACK packet on the reverse route. In case the source node does not receive an ACK from the destination within a predetermined time, it sends a S-ACK data packet in order to detect the misbehaving node along the route [1] [2].
S-ACK:
Whenever a data packet is sent, the third consecutive station along the route is responsible for sending a S-ACK packet to the first station within a specific threshold time. If the S-ACK packet is not received within the specified time, nodes 2 and 3 are declared malicious by node 1.Node 1 also updates the source node with this information. In order to confirm this report the source node uses the MRA mode. S-ACK is an improved version of TWOACK [2] . 
MRA:
This scheme identifies the misbehaving nodes based on the report sent by node N1 from the S-ACK scheme. Upon receiving the MRA packet the destination node searches its local database containing packet information. If the packet has been received, the destination concludes that the received report is a false one. If not the MRA report is trusted and accepted by the destination. The major drawback in this scheme is that it requires complex authentication procedures during acknowledgements. Authentication is done before data packets are routed which causes high computational delay. Due to this the performance of the network goes down and the quality of service is affected and very high energy is spent. The network soon goes down because of the high energy spent.
V. OUR PROPOSED CONCEPT (CEAACK)
In this paper we suggest a cluster based authentication scheme by forming clusters and cluster head. This method saves energy and also improves data transmission to a great extent. To select the CH a CH election is conducted to select one of the nodes in the cluster as the head node. All information pertaining to the cluster is maintained by the cluster head. This includes the number of nodes in the cluster and the route to each node.
The CH needs to communicate with all of its members and also with the members of other clusters as well. Communication with members of other clusters can be carried through the respective CHs or by using gateways. Communication involves three steps. The CH firstly receives data from all its members, compresses it and then transmits this data to the BS or other CHs as required. A well suited CH has the ability to conserve energy and also to improve the performance of the network. The cluster members communicate to their CH .The ACK packets are sent by the members to their CH in the form of SACK and 2ACK packets .This is similar to the EAACK approach. The CH‗s responsibility is to compress all the ACK packets received from its members and route it to the BS. The BS sends MRA packets to each of the cluster members within the cluster. The base station does not communicate directly with the cluster head since it has to determine whether each of the cluster member is working or malicious. The performance of the network depends on the selection of an efficient CH. A CH is selected based on various factors. Factors including the proximity of the CH to the other nodes, energy, delay throughput and the PDR (Packet Delivery Ratio) ratio of the nodes are considered .We propose a new algorithm named CEAACK Cluster Head Selection Algorithm which will help in selecting an efficient CH from a group of nodes. Fig.8 shows NS2 simulation screen scenario for CEAACK.
A. CEAACK Cluster Head Selection Algorithm
Two important factors decide whether the status of a node in a cluster as that of a CH or as a node member. They are
Cluster node Energy Level 2. Traffic Load
We calculate N (CH) value based on these two factors. A cluster node with max (N(CH) ) is suitable for cluster head. The formula for calculating N(CH) is given in equation (1) N(CH) = E(SN) + 1 / R(SN) (1) Where,
N(CH) -New cluster Head E(SN) -Energy of selected node R(SN) -Range of selected node
The two figures in fig. 9 shows the various stages of Energy Level and Traffic Load, which used for selecting Cluster Head. 
B. Pseudo Code
The cluster head in a MANET plays an important role in synchronizing the traffic and to effectively transfer packets with the minimum delay. For this purpose the cluster head is selected based on parameters like the energy of the node, the load it can handle and the current status of the node. These parameters are used as a filter to find the strongest node among all other contenders.
We have tried to develop a pseudo code where the above mentioned parameters are considered while selecting a cluster head from a group of nodes.
A combination of these selection parameters are given in In table 3 we analyze a different scenario where the energy level may be very low, but if the traffic load is low or medium, the node can still be selected since the traffic load is not too heavy to cause interruption in transmission A cluster node with max value of N(CH) is suitable for cluster head.
Else If Cluster node Looking at the parameters discussed in table 4 we can see that even if the two main parameters tend to be the same the cluster head is selected based on the fact that though the energy level is medium or low, if the load tends to be slow at that point of time, the node can handle the network and can be selected as the CH. Even if the traffic load is high the node can be selected provided the energy of the node is very high.
A cluster node with max value of N(CH) is suitable for cluster head Else If Cluster node Similarly for the rest of the clusters these parameters discussed above are considered in various combinations to ensure that the best cluster head is selected for a session. This ensures that for every session requiring a new cluster head, the best one is selected in order to carry on the transmission effectively without any delay. This is illustrated in table 5 through table 7. A cluster node with max value of N(CH) is suitable for cluster head.
Else If Cluster node 
Throughput:
It is the rate of successful message delivery over a communication channel. This data may be delivered through a certain network node. The throughput is usually measured in bits per second (bit/s or bps), and sometimes in data packets per second or data packets per time slot.
Packet Delay:
It is an important design and performance characteristic of a Data communication network. The delay of a packet specifies how long it takes for a data bit to travel across the network from one node or to another. It is typically measured in multiples or fractions of seconds.
Energy:
It plays a very important role in packet delivery. The actual meaning of energy is power required to forward the packet to next node without any dropping of packet. Generally a node with high energy acts as a Cluster head.
Packet Delivery Ratio (PDR):
PDR =No. of Packets received / No. of Packets Sent (2)
Comparative Analysis of EAACK and CEAACK
A Comparison of the above said factors between EAACK and CEAACK is performed to analyze the effect of using the two techniques discussed in this paper. Based on it we can see that CEAACK gives a better performance than EAACK.In future these comparisons can be used to set up a network that is high on performance and low on energy consumption. Studying the network in terms of clusters helps us understand the nature and the reliability of the network. We can see that throughput is low in CEAACK but the packet delivery ratio is higher in CEAACK when compared to EAACK. Subsequently the delay between packets is lesser and the energy spent is also low in CEAACK, giving it an overall better performance than EAACK. The idea is to achieve better delivery performance and consume as less energy as possible which is achieved through CEAACK.
The graph in fig.13 shows the packet delivery of CEAACK is very effective when compare with EAACK.
The key for the graph is given below EAACK CEAACK Based on the parameters mentioned above a comparative study is done to assess the difference in transmission with respect to EAACK and CEAACK
Comparison of Throughput-EAACK and CEAACK
The throughput between EAACK and CEAACK is compared and it is found that the throughput is less in CEAACK when compared to EAACK as shown in fig  10 .This is not a cause to worry since the other major parameters of CEAACK related to throughput are higher or more or less equal to that of EAACK. 
Comparison of Packet Delay between EAACK and CEAACK
The graph in fig.11 shows the packet delay of CEAACK when compared with EAACK. It can be seen that the delay in the deliver of packets is much higher in EAACK when compared to the average delay in CEAACK. This will definitely improve network Performance as the delay is much reduced in CEAACK thus making transmissions faster than EAACK.
Comparison of Energy between EAACK and CEAACK
The graph in Fig.12 
Comparison of Packet Delivery Ratio EAACK and CEAACK
The graph in Fig.13 compares the packet delivery ratio between EAACK and CEAACK.
The PDR of CEAACK is much higher than EAACK which shows that by involving the cluster head concept in MANETs we can improve the efficiency of transmission to be better than EAACK.
Initially EAACK may have showed a greater throughput than CEAACK but in terms of all other major parameters, CEAACK outperforms EAACK. The transmission is much more effective using CEAACK. 
VII. CONCLUSION AND FUTURE ENHANCEMENT
In this research paper, we have proposed an Energy Efficiency and delay reduction method named CEAACK, which is a combination of EAACK [IDS] by implementing Clustering technique specially designed for MANETs. This technique is then compared with the existing IDS EAACK in various scenarios with the help of the NS2 simulator. We compare some factors of EAACK with CEAACK, which includes energy, delay, throughput of the nodes, packet delivery ratio of the node (PDR) etc. The results obtained showed increased performance in EAACK. Which is achieved by implementing the Clustering technique called CEAACK Cluster Head Selection Algorithm which helps to select the cluster head between different time intervals from the group of nodes. The outcome of this approach is evident in the amount of energy that can be saved by implementing this approach in the wireless sensor network. Furthermore this approach also reduces delay by controlling acknowledgment packets and improves data transmission in MANETs.
To increase the merits of our research work, we plan to focus on the following issues in our future research: 1) Analyze the performance of CEAACK in real time network environment instead of a software simulation(NS2) 2) Studying the impact of the different types of attacks and compare the energy, delay, throughput of the nodes and packet delivery ratio (PDR) of both EAACK and CEAACK 3) Adopting Advanced cryptography techniques to reduce the network overhead caused by digital signature
